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Evaluation of the transport layer feature space of malware heartbeat traffic to distinguish malware traffic from traffic generated by legitimate applications.

In contrast to previous work:

 We eliminate features at risk of producing overly optimistic detection results (e.g., port numbers)

 We rely only on tamper-resistant features making it difficult for sophisticated malware to avoid detection (e.g., TCP flags and URLs)

 We detect previously unobserved anomalous behaviors
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 HTTP(S) Mimicry

• Malware Traffic Detection using Tamper Resistant Features,

submitted to MILCOM’15

TCP traffic is still commonly utilized (i.e., mostly in HTTP(S)

traffic) for malicious activities and heartbeat messages.

Publications

Novelty (Anomaly) Detection Algorithms

• Four anomaly detection algorithms (OCSVM, k-NN, LSAD,

k-Means) based on the idea that anomalies are rare compared

to the normal traffic are applied

Feature Calibration

• Calibrate the time-sensitive features of malware traces of timing-

based features.

• Calibration process includes the sampling of the eligible RTTs

(both client to server and server to client) from background

traffic and changing the RTTs of malware traffic to provide

consistency between the timing-based features of the two

traces.
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Feature Extraction and Selection:

• Statistics of TCP network flows extracted from only five

unidirectional or bidirectional sequence packets

between two endpoints after a successful 3-way

handshake is established.
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The performance of the detectors gradually drops with the

evaluation of malware families

Recent malware variants mimic the legitimate HTTP(S) traffic in

order to disguise their traffic.

 Code Reuse

The similar feature space of malware may be indicative of code

reuse, or addition of new patches to previous versions.

 Dataset

16 Malware Families are blended into university network traces.

Terminology: Heartbeat traffic refers to the subset of the malware traffic that is either in a sleep or stealth state where the malware slowly/subtly generates traffic to send 

control, keep alive, command transfer messages, update requests, or peer list queries.


