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Problem:

« Android apps continue to share data with third parties and transmit data unencrypted Re I ated P u bl |Cat|0 nS

« Social media applications use and handle sensitive/private data in their nature

* Federal Trade Commission et al. Mobile privacy disclosures: Building

* ISPs collect and sell sensitive user data to ad companies and third parties trust through transparency. USA: Federal Trade Commission, 2013.
* Privacy Policies have been absent, and those present lacked detail, especially in ’ j Cirgvgs-tAzg f;ploratory study of mobile application privacy policies.
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their se.curlty. methods; several st.a’.te data sec.urlty Is hard & cannot b.e guaranteed | . J Zang et al. Who knows what about me? a survey of behind the scenes
* Inconsistencies between app policies and actions found through static code analysis, personal data sharing to third parties by mobile apps. JoTS, Oct 2015.
and dynamic analysis, but studies lacked depth or context of application . R_olckty Slaymetdal. _Eowarlq atframevc\llorklgli' Ig‘/e/t\%c/\t/lln/% g;.z_veazcg1go||cy
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Hypothesis: Social Media apps will continue to show the trend of the collection and « Sebastian Zimmeck et al. Automated analysis of privacy requirements
direct/inadvertent exposure of privacy sensitive information and lack proper disclosure. for mobile apps. AAAI Fall Symposium Series, 2016.
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and business relationships

« Determine extent of user data leakage to ISPs, third parties,
and traffic sniffers

* Propose unique testbed environment / tools for testing apps
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